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The paper studies the issue of electronic money.
Electronic money systems can be either card-based, using smart cards, or software-

based systems, sometimes referred to as cyber payment systems. The terms �stored-value
card� and �smart card� are often used interchangeably, although there are some technical
di�erences between the two. Smart card functions as identi�cation, library card, copy card,
meal and parking pass. Both cards can be either a single or multi-purpose card with chip-
based technology. These cards can function in either a closed system or open system. In
addition to the card-based systems of electronic money, the world of electronic commerce
has opened up a whole new market for making payments over an open system like the
Internet. Software-based electronic money is now a preferred method for these payments.

The subject of the present study is e-money.
The objectives of the study are essence, history and instruments of e-money, its implementation,

regulation, challenges and perspectives in Russian.
The tasks of the study are:
viewing the nature of e-money,
classifying the e-money instruments,
studying the history of e-money and e-economy,
considering types of e-systems used in Russia,
following innovations in Russian e-money legal regulation,
considering solutions for challenges of applying e-money in Russia,
forecasting the future development of e-payment in Russia.
The electronic commerce market is predicted to grow rapidly. One reason for this is the

proliferation of personal computers. Although you do not need a PC to access the Internet,
that is the way most users are accessing the Internet today. Web TVs were introduced in
late 1996, and other access technologies may be developed, but PCs remain the primary
access device. The extensive adoption of consumer info communication technologies such
as mobile telephony and social media, the enlarged recognition of online activities such as
e-banking, online shopping and content sharing have driven the development of the new
eras of digital economy. The rise of digital economy is powered by the development of the
Internet technologies and new tendencies in the consumer behavior that are transforming
government and businesses visions and activities. Today, it is still not clear whether there
will be a large demand for the electronic purse concept in the real world, but there appears
to be little doubt that an additional payment method is needed in the virtual world. And
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an electronic purse that could be used in both worlds seems to have substantial potential.
This speaks for the topicality of the paper's theme.

Considering the advantages of electronic money, it can be more convenient to identify
ones personality, it can also be more secure (or may not, depending on the system), besides
it solves the problem of �exact change�.

In developed countries e-money is displacing physical money. In the USA, for example,
just a small part of the currency circulates in physical form. The need for physical currency
has been declining since more and more people start using electronic alternatives to traditional
currency. Nowadays more and more employees receive their paychecks through direct deposit,
move money with electronic fund transfers, and spend money with credit and debit cards.
While physical currency still has advantages in certain situations, its role has gradually
diminished.

Electronic money: Elements of de�nition
Electronic money is money which exists only in banking computer systems and is not

held in any physical form. It is stored in electrical form on a smart card and used when
buying things in a shop.

Electronic money is also referred to as money stored in electronic form on a virtual
(Internet) account, used to buy things on the Internet without using a smart card.

In other words, electronic money is a monetary value stored on an electronic device or
stored on-distance in a central accounting record.

At that, n electronic money institution is de�ned as a party whose business it is to obtain
funds in exchange for which electronic money is issued with which payments can be made,
also to parties other than the party issuing the electronic money.

Another de�nition of electronic money, or e-money, is any electronic payment media �
any material, device, or system that conducts payment via the transfer of electromagnetically
stored information.

E-money may be �currency� in that it can be stored in a physical �wallet� like a smart
card or token, but it generally exists as account data on some electronic storage device.
Credit cards �t under this de�nition of e-money. Banks already create e-money as part of
their normal lending process, when they issue loans by crediting the deposit accounts of the
borrowers (or the receiver of the loan proceeds). In fact, paper cheques have become e-money
thanks to truncation.

Electronic currency or electronic cash is an inaccurate name and possibly a contradiction
in terms. The term usually refers not to the money itself, but to a portable storage device for
e-money that can be carried like cash and used in place of cash. An example is the stored value
card. The storage device does not circulate, since the holder of the card retains the device
after the transaction. A better term is electronic purse. Electronic purses, moreover, are not
necessary for an electronic currency replacement. Physical electronic purses, which can be
lost, stolen, or damaged, can be replaced by electronic money systems that use biometric
identi�cation, such as thumbprints or retina images, to enable individuals to access their
e-money balances remotely.

Rise of digital economy
The widespread adoption of consumer infocom technologies such as social media and

mobile telephony, coupled with the increased acceptance of online activities like online
shopping, e-banking and content sharing have led to the emergence of the New Digital
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Economy. These driving forces are powered by the Internet and driven by consumer trends
that will transform businesses and government processes and responses, in turn leading to
new wealth creation around the world.

There is no authoritative de�nition for the Digital Economy although the term has been
in use since the 1990s. Most de�nitions of the Digital Economy will expand beyond just
the Internet Economy (economic value derived from the Internet) to include economic and
social activities resulting from other information and communications technologies (ICT).
For example, the Australian government de�ned the Digital Economy as �the global network
of economic and social activities that are enabled by platforms such as the Internet, mobile
and sensor networks�.

According to David Reed, an adjunct professor at the MIT Media Labs credited for his
involvement in the early development of core Internet protocols, the Internet consists of three
conceptual "clouds": the connectivity cloud - for the transfer of information, the resource
cloud - for the storage of data, and the social cloud - for networking and collaboration.
These clouds, which can be public, private or semi-private, provide the infrastructure for the
growth of the New Digital Economy. They enable the creation of new markets and provide
the conduit for the movement of resources and demand. As a result, �rms and individuals
worldwide can participate in innovation, wealth creation and social interaction in ways never
before possible.

Access to the Internet is the driving force behind the digital economy. It increases the
speed with which information is produced (instantaneously), transmitted (immediately),
shared (collaboratively) and acted upon (spontaneously). According to Internet World Stats,
an estimated 2.2 billion (nearly 33%) of the world population used the Internet as of end
2012. This number is expected to continue growing in the next few years. Not surprisingly,
the biggest spike will be in Asia which will account for more than half of the world's Internet
users by 2015.

A digital economy is a convergence of communications, computing, and information.
The essential in the new (digital) economy is a structural shift from the industrial economy
toward an economy characterized by information, intangibles and services and a parallel
change toward new work organizations and institutional forms.

The focus of the new economy moves from processing material input into material output
toward creation, trading and distribution of knowledge, intellectual property and intangibles.
The symbiosis between changing production and business processes and information and
communication technologies (ICT) is the driving force toward the new, digital economy

The essential elements of the digital economy are:
digitalization and intensive use of information and communication technologies (ICT),
codi�cation of knowledge,
transformation of information into commodities; and new ways of organizing work and

production.
This implies that much of information and many services are available online (Kehal and

Singh, 2008: 3-4).
Development of electronic money
In a sense, digital cash has been around for years in the form of the automated clearinghouse

(ACH), automated teller machines (ATMs), point-of-sale debit cards, and credit card networks.
Even coded subway and phone cards function as a type of electronic cash.
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Thus, Diners Club issued the �rst credit card in 1950. At �rst, credit cards were considered
a special perk available mostly to rich businessmen. As soon as banks realized there were
billions of dollars to be made by issuing credit to as many people as possible, credit cards
exploded. Today's largest credit card company, Visa, started out as the Bank of America,
and issued the BankAmericard in 1958.

Next, the Social Security Administration �rst o�ered automatic electronic deposit of
money into bank accounts in 1975. Once people became comfortable with the concept of
money being added to their accounts without ever holding the cash, the practice spread.
People started paying bills, transferring money between accounts, and sending money electronically.

So, the roots of electronic money can be found in the increased use of computers. In
1860, the Western Union introduced the electronic fund transfer (EFT) and this marked the
beginning of electronic money.

In the 1960s when IBM and American Airlines created a system called SABRE (Semi-
Automatic Busines Research Environment), this allowed o�ces of American Airlines �tted
with terminals connected to telephone lines and helped agencies to check �ight times, seat
availability, and then make reservations electronically that could be paid by using a system
of credits.

By the 1970s, Banks in America and Europe has started using mainframe computers, it
helped them track transactions. It was a system that proved to be a success internationally
when currency exchange was needed.

Consumer uptake of electronic money was �rst noticed in France in 1982 with the
introduction of the Minitel service. The French Minitel service used a dumb terminal with
built-in modem, the service operated over standard telephone lines and the terminals were
equipped with full AZERTY keyboards. The subscribers typed messages or searched queries.
These Minitel terminals were given for free to more than 9 million households to encourage
business entrepreneurs. Payment could be made through credit card or charged to the
telephone account. This marked the �rst use of electronic money in the consumer market.

In 1979, a slightly similar service was launched in the UK named Prestel. It supported
equipment was costly and it required customers to call and arrange payment over the phone.
A service known as Homelink started in 1983 with the support of the Bank of Scotland
and Nottingham Building Society. The account holders could subscribe to a special Prestel
service that allowed online banking. This marked the �rst recorded use of electronic money.

The year 1991 saw the introduction of internet in consumer market and the disbanding
of the Arpanet network. It wasn't long until 1992 when America Online took advantage of
the new Internet and started o�ering retail services directly to their subscribers who could
pay using a credit card.

PayPal was formed in 1998. The innovation of PayPal was to o�er virtual account to
the customers that could be topped up using credit card or wire transfer. Then email
addresses were used to receive and send money. The services of PayPal marked a unique
beginning of electronic money which was di�erent from traditional phone and online credit
card transactions

Private currencies had also proliferated encouraged by the demand for some form or
marketplace within networked games like World of Warcraft and Second Life. Since then,
private currencies have developed in many forums and webmaster services as a means of
o�ering advertising amongst members.
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In late 1990s, the technologies related to electronic money like electronic checks and
embedded smart cards used the public key cryptography for transferring money. With the
advent of e-mail, the transactions of electronic money started increasing. People started
sending their credit card details via e-mail to buy goods. Later, the customers started having
an online account to avoid transaction fees.

Nowadays, the use of electronic money is possible due to cryptography and digital
signatures. Public key encryption and decryption together are called public key cryptography.
The public key encryption involves two keys, viz. public key and private key to authenticate
the identity of an entity, electronically. As the name suggests, the public key is published
and the private key is kept secret. Data is encrypted with the public key and the same
data is decrypted with the corresponding private. Digital signatures are used when you are
encrypting some important information that is to be kept con�dential. Digital signatures
involve the use of hash tables that encrypt a hash using the private key and decrypts the
hash using the private key.

This technique changed the tangible cash to electronic cash and is hassle free. Two types
of electronic cash are direct deposit and electronic fund transfer (EFT). The debit cards and
online payment of bill, help in easy and quick transfer of money. However, there are a few
disadvantages of electronic money. Frauds and system failures are the signi�cant drawbacks
of electronic cash. The hacking of personal banking accounts are observed frequently in these
years. Failure of software and power loss can sometime prove dangerous when transferring
money electronically.

Electronic money instruments
The most popular classi�cation of electronic money instruments, presented in the literature,

distinguishes two types of these instruments:
card based instrument � reloadable prepaid card used to make payments;
network money instrument (software based instrument) � named �les, generated and

managed by dedicated software installed on holder's computer device, storing electronic
money in their memory.

However, the classi�cation presented above do not exhaust all aspects of e-money instruments.
For instance, Gormez and Budd (2010) consider electronic money instruments in terms of
form and electronic money storage place. They de�ne following types of these instruments:

account based instruments � debit and credit card instruments with all transactions to
be recorded and authorized centrally by e-money issuer;

token based instrument � a number with speci�c mathematical properties, which is
generated by use of cryptographic techniques� circulates through telecommunication networks
or is exchanged by direct connection of electronic devices (e.g., smart cards and card readers).

Other aspects of distinguishing electronic money instruments are presented by Bamodu.
The author distinguishes two dimensions of these instruments. The �rst dimension is user
anonymity, and the second is the necessity of having active network connection in order to use
e-money instrument. In terms of anonymity following types of electronic money instruments
may be de�ned:

identi�ed e-money instruments � an identity of a payee and a payer is revealed during
payment transaction; moreover, an issuer of e-money is able to track the payments as in case
of debit or credit card payment;

anonymous e-money instruments � an identity of a payee is not revealed during transaction
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and no one is able to link a payee with a payer;
semi-anonymous instruments � a semi-anonymous electronic transaction can be tracked

if required by law; at that, only trusted institutions know (or may obtain information about)
payee identity and transaction details.

The second dimension of electronic money instruments mentioned by Bamodu � the
requirement of having active connection to the network � allows toclassify e-money instruments
as:

on-line instruments � a connection with electronic money issuer is indispensable to
complete the payment;

o�-line instruments � a transaction between a payer and a payee can be completed without
any additional connection with a third party

The amount of payment is the last aspect of electronic money instruments classi�cation.
Instruments distinguished with accordance to this aspect fall into three categories:

picopayment instruments � payments that amount less than one cent to one Euro can be
handled;

micropayment instruments � payments of amount between one Euro and ten Euro are
supported;

macropayment instruments � transactions of large amounts are processed.
The legal de�nition of electronic money instrument in�uences signi�cantly the architecture

of electronic money system. Until adoption of Directive 2007/64/EC, electronic money
instrument was de�ned by Commission Recommendation of 30 July 1997 concerning transactions
by electronic payment instruments and in particular the relationship between issuer and
holder. According to the recommendation, electronic money instrument had to be reloadable.
This requirement prevented including gift cards into electronic money instruments. Moreover
the monetary value (electronic money) needed to be electronically stored on the electronic
money instrument. That approach hampered development of account-based systems. Unfortunately
Commission restricted types of electronic money instruments to stored-value cards and
computer memory, allowing only the card based and software based systems to operate.

The computer age has made the emergence of e-money possible.
The rise of digital economy has been driven by developments in mobile telephony, social

media, online shopping, e-banking and content sharing. So the digital economy can be de�ned
as a combination of information and communication technologies and services.

Tracing the history of e-money, the �rst credit card was issued by Diners Club in 1950.
Next, automatic electronic deposit of money into bank accounts was o�ered by the Social
Security Administration in 1975. Then, the electronic fund transfer was introduced by the
Western Union in 1860. Later, SABRE (Semi-Automatic Busines Research Environment) was
created by IBM and American Airlines in the 1960s. By the 1970s, mainframe computers
stared to be used by Banks of America and Europe. In 1979, the introduction of the
Prestel service in the UK, and in 1982, the Minitel service in France enabled consumers
use electronic money. In 1991 the internet in consumer market was introduced and Arpanet
network was disbanded. By 1992 America Online also started implementing the Internet
payments through a credit card. In 1998 PayPal service o�ering customers virtual account
was introduced. In late 1990s, the electronic money technologies such as embedded smart
cards and electronic checks started to imply the public key cryptography to perform money
transfers. With the development of e-mail, the electronic money transactions became grow in
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use. Consumers started sending details of their credit cards through e-mail to buy products
and services. Later, there was an introduction of online accounts for customers to avoid
transaction costs.

Today, there are two types of electronic cash � electronic fund transfer (EFT) and direct
deposit. Debit cards and online bill payment becomes more and more popular. There is a
wide use of electronic money through cryptography and digital signatures.

Considering e-money instruments, generally they are divided into: card based and network
instruments. Next, in terms of form and electronic money storage place, there are: account
based and token based instruments. Then, in terms of anonymity e-money instruments are
divided into: identi�ed, anonymousand semi-anonymous instruments. Later, according to
the necessity of having active network connection in order to use e-money instrument, the
instruments are: on-line and o�-line. And �nally, with regard to the amount of payment
there are: picopayment, micropayment and macropayment instruments.

As to national Russian e-money payment systems, they are: WebMoney, Yandex.Money,
QIWI and i-Free. The �rst three systems allow exchange electronic money for another digital
currency of their own or other digital money systems. They also allow deposit e-money
account and convert e-money into cash. While i-Free provides the services of mobile payment,
mobile vending and telemetring.

Concerning legal regulation of e-money and payments in Russia, the NPS Legislation
introduced monopoly for credit institutions on the issuance and transfer of electronic money.
Next, NPS divided electronic means of payment into personalized and non-personalized
ones to minimize the risks of electronic payments being used for money laundering, and to
develop and diversify the types of prepaid products. One more important point is the direct
recognition of the use of e-money and electronic means of payment by legal entities to make
it possible to introduce corporate plastic cards, as well as non-bank-account-based payroll
cards. And last signi�cant innovation introduced by NPS is mobile payments.

Concerning challenges of e-money for monetary policy, there is a need to: safeguard the
role of money as the unit of account; raise e�ectiveness of monetary policy instruments; lessen
repercussions of electronic money on the information content of monetary indicator variables.
To meet the challenge the ECB proposes extensive regulation of issuers of electronic money
and electronic money schemes.

Considering security challenges, e-money increases the following main security risks:
fraud, theft of �nancial or commercially sensitive information (criminal breaches); defacement
of web sites or denial of service, causing web sites to crash (breaches by casual hackers); and
genuine users seeing, transact the information on other users' accounts (�aws in systems
design and/or set up).

To avoid the breaches objectives for e-money security arrangements are: system access
restriction; the identity authentication; maintaining the information secrecy and accuracy in
the process of its passing over the communications network; unauthorized access prevention.

Among security features available to protect e-money products are encryption, electronic
signatures, and Trusted Third Parties (TTPs).

With regard to the future of e-money in Russia, its use is becoming more and more
popular in Russia. Thus, in 2010, the market size of e-money in Russia was valued at RUB
70bln. While, according to Step by Step researches, further growth of the Russian electronic
payment services market is forecasted to rise to RUB 323bln by 2015.
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The reasons for this tendency are: advantages of online and o�ine e-money compared
to cash and a legal control of electronic money storage and transactions inspiring greater
con�dence in e-money, making it harder to laundry and attracting new clients and, therefore,
more investment.

Ëèòåðàòóðà

1. ßíäåêñ.Äåíüãè. (2013) Î ßíäåêñ.Äåíüãàõ. Available online at:
https://money.yandex.ru/about.xml

2. Academic Dictionaries and Encyclopedias (2013) E-money. Available online at:
http://business_�nance.enacademic.com/18926/e-money

3. Buzzle. (2013a) Advantages and Disadvantages of Electronic Cash. Available online
at: http://www.buzzle.com/articles/advantages-and-disadvantages-of-electronic-
cash.html

4. Buzzle. (2013b) History of Electronic Money. Available online at:
http://www.buzzle.com/articles/history-of-electronic-money.html

5. Department of Broadband, Communications and the Digital Ecoomy, Australian
Government. (2013) What is the digital economy? Available online at:
http://www.dbcde.gov.au/digital_economy/what_is_the_digital_economy

6. Directive 2007/64/EC of the European Parliament and of the Council of 13 November
2007 on payment services in the internal market, OJL 319 of 5.12.2007

7. EzineArticles. (2013) A Brief History of Electronic Money. Available online at:
http://EzineArticles.com/4095715

8. Financial Times Lexicon. (2013) E-money. Available online at:
http://lexicon.ft.com/Term?term=e_money

9. Free Encyclopedia of Ecommerce. (2013) Digital Cash - A History Of Digital Cash.
Available online at: http://ecommerce.hostip.info/pages/310/Digital-Cash-HISTORY-
DIGITAL-CASH.html#ixzz2ODB5AtHR

10. Fullenkamp, C and Nsouli, S.M. (2004) Six Puzzles in Electronic Money and Banking.
Washington: IMF Institute

11. Global Finance. (2013) Use of E-Money by Non-Banks. Available online at:
http://www.gfmag.com/tools/global-database/economic-data/1287402-e-money-non-
banks.html#ixzz2ODahuwFN

12. HowStu�Works (2013) Forms of Currency: Electronic. Available online at:
http://money.howstu�works.com/currency6.htm

13. i-Free. (2011) Russian Electronic Money Association: 2011 is a turning
point for the domestic payment industry. Available online at: http://www.i-
free.com/en/industry/articles/4393

8



Ôîðóì ¾III ÌÌÔÔ¿

14. i-Free. (2013a) Micropayments and Mobile Payment Solutions. Available online at:
http://www.i-free.com/en/activities/commerce/micropayments

15. i-Free. (2013b) Mobile Vending and Remote Vending Machine Management. Available
online at: http://www.i-free.com/en/activities/commerce/mobile_vending

16. i-Free. (2013c) Payment Solutions. Available online at: http://www.i-
free.com/en/activities/commerce

17. i-Free. (2013d) Telemetry. Available online at: http://www.i-
free.com/en/activities/commerce/telemetry

18. Investopedia (2013) Electronic Money. Available online at:
http://www.investopedia.com/terms/e/electronic-money.asp

19. Jennen, B. and Vijver van de, N.R. (2010) Banking and Securities Regulation in the
Netherlands. The Hague, the Netherlands: Kluwer Law International

20. Kehal, H.S. and Singh, V.P. ed (2008) Digital Economy: Impacts, In�uences, and
Challenges. London: Idea Group Inc.

21. Morgan Stanley Research. (2011) Tablet demand and penetration. New York: Morgan
Stanley

22. Qiwi. (2011) About QIWI services. Available online at: http://qiwi.tj/en/about_qiwi/

23. Reynolds, G. (2008) Electronic Money And Monetary Policy. St. Nacogdoches, TX:
Stephen F. Austin State University

24. SALANS (2011) Law on the National Payment System: Innovations and Protectionism.
Moscow: Salans

25. The Monetary Future. (2010) E-money Use on the Rise in Russia. Available online at:
http://themonetaryfuture.blogspot.com/2010/04/e-money-use-on-rise-in-russia.html

26. The Russia Corporate World. (2012) Electronic Money Gradually
Winning over Consumers' Minds and Souls. Available online at:
http://trcw.ru/en/articles/detail.php?ID=3367

27. WebMoney. (1998) About. Available online at: http://www.wmtransfer.com/eng/about/

28. Wilnsz, D. (2011) �Legal determinants of electronic money systems development in
European Union�, in: Prawny i ekonomiczny przeglad prawa gospodarczego, UAM,
vol. 2

29. Yang, C.C.B. (2013) Electronic Money and Relevant Legal and Regulatory Issues.
Available online at: http://www.hllawyers.com/publications/en/publications-9.html

9


